Transforming the Next Generation of
Military Leaders into Cyber-Strategic
L eaders: The role of cybersecurity
education in Us service academies

Francesca Spidalieri
Jennifer McArdle

nformation communication technologies (ICTs) have become the foundation—both

the bone marrow and connective tissue—of modern militaries. Satellites, precision

guided munitions, nuclear launch systems, helicopters, and any number of other

weapon platforms are reliant on ICTs for their operational capability and
connectivity. No modern military can enter the battlespace without some reliance on
cyberspace for their land, sea, air, space, or information operations. Moreover, the
‘battlespace’ is no longer reserved solely for ‘war time’. Cyberspace has blurred the
lines between traditional conflict and peace, and states are finding themselves in a
position of protracted, low-level conflict in the cyber realm. While this conflict often
takes the form of cyber crime, cyber espionage or service disruption, the specter of
a large-scale armed conflict conducted wholly or partially in cyberspace, continues
to rise. And while cybersecurity is not solely a defense challenge, the US military’s
increasing reliance on cyberspace, alongside the growing array of cyber threats and
vulnerabilities, has made securing this space and establishing a competitive advantage
on the modern battlefield a leading priority for any military in the 21st century.

In response to the proliferation of cyber threats, the White House raised the US Depart-
ment of Defense (DoD) FY2016 cyber budget to $9.5 billion, an 11 percent increase in
spending over FY2015. The recently published DoD Cyber Strategy seeks to strengthen
the US’ cyber defense and deterrence posture by building cyber capabilities and organi-
zations around three critical cyber missions: the defense of DoD networks, systems, and
information; the defense of the US and its interests against cyber attacks of significant
consequence; and the provision of cyber capabilities to support military operations and
contingency plans. Despite a stated emphasis on defense and deterrence, the document
also highlights the wide arsenal of DoD’s offensive cyber capabilities that could be
employed in the event of a conflict. ®I
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Strategy and funding alone, however, are not
sufficient to achieve a fully capable military force.
The military must also have highly-trained, cyber-
capable personnel and leadership prepared to meet
tomorrow’s challenges today.™ As Representative
Jim Langevin stated:

The greatest challenged faced by the Depart-
ment of Defense—and the entire government
enterprise—is human resources. Technological
dominance is meaningless without a skilled
workforce capable of operating at the highest
level of their field. In this area, we are falling
short.

This article addresses the role that US service
academies play in developing not only future
cyber forces, but also a pipeline of qualified cyber-
strategic military leaders, who have the knowledge
necessary to confront a wide array of cyber threats
and establish both a competitive and security
advantage in the modern battlespace. In the future,
every military leader must be a cyberstrategic
leader. In particular, this study surveys current
efforts by the US Coast Guard Academy, the US
Air Force Academy, the US Military Academy, and
the US Naval Academy to prepare all their future
officers for the challenges of operational- and
strategic-level leadership in an age of persistent
cyber threat.! This survey provides an overview
of the level of exposure to cyber issues that cadets
and midshipmen receive during their under-
graduate studies at the service academies, and
to what extent they graduate with an adequate
understanding of the cyber challenges facing their
respective services. Lastly, this article identifies
some of the gaps in the existing curricula and offers
preliminary recommendations to include a stronger
cybersecurity component into current programs.
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The Next Generation of Military Leaders Must
Also Be Cyber-Strategic Leaders

The growing scope, pace, volume, and sophistica-
tion of cyber threats, and the development of cyber
tools as technical weapons have been accompanied
by another realization: there are few people, whether
civilian or military, equipped with knowledge
sufficient to protect the nation’s critical infrastruc-
ture and sensitive information, improve resiliency,
and leverage information technology for strategic
advantage.”l As a result, government efforts to
provide cyber training for civilian and military
personnel, and to create a specialized cyber work-
force have become increasingly important to national
security. (¢

Indeed, out of the FY2016 DoD cyber budget,
$500 million have been specifically allocated for
the implementation and support of Cyber Mission
Forces (CMF) tasked with training and supporting
cyber personnel, both civilian and military. CMF,
unveiled in 2013, plans to add approximately
6,000 people split between three cyber forces, each
with specific missions: defense of the nation from
foreign adversaries; cyber support of the combatant
commands; and protection of military networks
and, when authorized, other infrastructure. ' Thus,
DoD’s main efforts in this area have been largely
focused on training cyber warriors, those highly
specialized individuals with extensive technical
training who can engage in the defensive and
offensive cyber operations critical to mission
effectiveness. 'l As Secretary of Defense Ash Carter
noted during a recent speech in Silicon Valley, the
CMF are far more valuable than the technology they
use, and the DoD’s “first strategic goal is building
[these] Cyber Mission Forces.” [2
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Compounding the shortage of highly trained cyber forces, are the increasing scale,
complexity, and continuous growth of DoD networks that are providing new avenues for
adversary exploitation. In 2011, the DoD cyberspace architecture was already the largest
in the world, including over 15,000 networks and seven million computing devices spread
across hundreds of installations globally. [l Today, the networks continue to expand add-
ing new features and assimilating new technologies, such as mobile devices and cloud
computing.l' Moreover, the weapons platforms that are critical to national security and
deterrence: nuclear weapons, cruise and ballistic missiles, helicopters, fighter aircraft,
and any number of other systems including precision guided weapons are dependent
on the reliance and functionality of microelectronics, or chips, which make up the cyber
hardware of the system.['”! Thus, every member of the US military regardless of whether
they are in the infantry, surface warfare, logistics, maintenance, or even the chaplaincy
will need some degree of cyber know-how. ICTs are already intrinsically linked to most
components of military careers and
missions. As the Deputy Director of

This article identifies some the Army Cyber Institute, Dr.
of the gaps in existing service Fernando Maymi, stated “it will be

impossible for any future leader not

academy curricula and offers to acknowledge cyber issues in their
.. . S e )
prehmlnary recommendations decision-making process.”!'s! There

fore, it is increasingly important that

to include a Stronger Cyber— all military leaders, regardless of their

. . specialty, have the requisite knowl-
SeCU.I'ltY Component Into edge, technical acumen, and strategic
current programs. vision to lead their Soldiers, Sailors,

Airmen, and Marines into a battle-
space that is increasingly dominated by technology.

Yet, while DoD’s efforts to create a capable cyber workforce are commendable, we cannot
expect the new cyber forces to be the only ones in charge of preventing, mitigating, and
containing cyber threats, nor will advanced technology alone be sufficient to protect all of
DoD’s networks and digital assets. There needs to be a concerted effort to develop a new
generation of cyber-strategic leaders who will lead, manage, and oversee cyber defense
and cyber operations in this dynamic and ever-changing digital environment. These
individuals do not necessarily need specific training in engineering or programming, but
they must have a deep understanding of the cyber context in which they operate,
complimented by an appreciation of military ethics, strategic studies, political
theory, organizational theory, history, international law, international relations, and
additional sciences.!'”! Indeed, future cyber-strategic leaders should extend beyond so-
called “cyber warriors.” Every future military leader must be a cyber-strategic leader.
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The Role of the Service Academies in Preparing Leaders for an Age of Persistent
Cyber Threat

The first step in the creation of both cyber warriors and a new cadre of cyber-strategic
leaders is education, both at the undergraduate and graduate level. However, as the National
Research Council has observed, “cybersecurity is a complex subject whose understanding
requires knowledge and expertise from multiple disciplines, including but not limited to
computer science and information technology,

psychology, economics, organizational behavior, In the future every
political science, engineering, sociology, decision ’

sciences, international relations, and lawiw Military leader must be
Universities, colleges, and in this case service a Cyber—strategic leader.

academies, are best fit to serve as incubators of

cyber-strategic leaders, “bringing together theory and doctrine, with methodology, tools,
and implementation.” ") Cyber-strategic leadership, in fact, is not the same as, nor does
it replace, the specific technical skills, knowledge, and abilities required to develop,
administer, and defend the cyber environment. Rather it is a different and complimentary
set of skills, knowledge, and attributes essential to future generations of leaders whose
physical institutions nevertheless exist and operate in, through, and with the digital realm.

Service academies and war colleges in particular ought to play a key role in educating
future and current members of the military on the unique aspects of cybersecurity,
fusing knowledge, intellectual capacity, practical skills, and optimizing their campus-wide
resources to devise comprehensive curricula that synthesize technical, policy, sociological,
and legal components of the study of cybersecurity. In fact, as Soldiers, Sailors, Airmen,
and Marines learn to turn their attention from incoming missiles to cyber weapons, a
technology-centric education will be insufficient to counter and mitigate current and future
cyber threats. Only a truly comprehensive education will help foster the requisite military
leadership needed to fight and win in a deeply cybered and conflict prone world. 2

Despite the pressing need to educate future cyber-strategic leaders across the whole
range of social institutions and military services, few American universities, colleges,
and academies offer courses or degree programs that combine cybersecurity technology,
policy, law, economics, ethics, and other social sciences, and even fewer encourage
collaboration among departments and other academic institutions to optimize their efforts
and insights available for cross-fertilization.?!) Current cybersecurity programs, should
be expanded and incorporated into all major technical and non-technical academic
programs if we are to create a new cadre of cyber-strategic leaders spanning different
sectors of society.

Efforts are already underway at military academies to educate and train select groups of
students in information assurance, and cyber operations and to fill the ranks of the new
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cyber corps. In 2012, for instance, service academies founded a “Military Academy Cyber
Education Working Group,” which consists of members from the four main US service
academies: the US Coast Guard Academy, the US Air Force Academy, the US Military
Academy, the US Naval Academy, the Naval Postgraduate School, the Air Force
Institute of Technology, US Cyber Command, and the National Security Agency (NSA).
This group has sought to develop a body of knowledge for undergraduate cyber
education for future officers, cyber leaders, and technical personnel.?? Some of the
academies are also involved in the Cyber Education Project (CEP), a other effort by
computing professionals at different academic institutions to “develop undergraduate
curriculum guidelines and a case for accreditation for educational programs in the cyber
sciences.” 1231 Despite these efforts, however, most of the existing academic programs
remain highly technical and rarely pursue broader multi-disciplinary approaches
commensurate with the complexity of cybersecurity. Indeed, there remains much to be
done to fill this education gap and establish standardized core curricula in information
technology and cybersecurity for all service academies.

What we need are the “academies of cybersecurity,” where different aspects of cyber-
security are an integral component of any cadet, midshipmen, and officer’s military
education and training, while also being fully integrated with more traditional missions.
Service academies and professional military education are instrumental in creating a
new cadre of cyber-strategic leaders. After all, these institutions are designed specifically
to educate, train, and produce the future top military leaders and strategists who will
have the skills, knowledge, and strategic acumen needed to take leadership roles on the
battlefield, as well as in government agencies, and other military installations. There
exists no group with a more urgent need for understanding cyber-related issues, honing
the ability to lead, manage, and oversee cyber operations, and being prepared to act with
little or no reliable information if adversaries are able to degrade or deny their access
to cyberspace. 24

Methodology 25

This study summarizes current efforts by US service academies to include information
technology or cybersecurity education in their curricula. It seeks to highlight those cyber
components already present in updated curricula, review program effectiveness in pro-
moting the study of cybersecurity and cyber warfare, and identify existing curriculum
gaps in this field. This article does not provide an in-depth analysis of specific courses or
an extensive audit of particular programs; rather, it offers an overview of the progress, or
lack thereof, made by service academies to integrate information technology and cyber-
security into their programs and extracurricular activities.

The survey findings are based on data collected between November 2015 and February
2016. The data was obtained through a combination of interviews with service academy
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faculty and staff, in addition to material drawn from their websites. The results stem from
the responses to four main curriculum and extracurricular questions, and the use of a
modified Likert approach?® to evaluate the level of exposure students receive to cyber-
security issues in each of the service academies, and the opportunities offered to deepen
their knowledge in the field. Respondents were asked whether their institution offered: 1)
dedicated degree majors and/or core courses in information technology and cybersecurity;
2) elective courses in information technology and cybersecurity open to all students,
regardless of major; 3) the possibility for cadets or midshipman to cross-register and
enroll in other elective courses in information tech-

nology and cybersecurity at other schools; and There needs to be
4) occasional seminars, conferences, war gaming
exercises, or other training opportunities in cyber- a concerted effort

security and/or cyber operations. The modified Likert
scale used to derive a notional ranking of the acad- to deVelop a new

emies analyzed assigns a number (0 to 1) to each generation Of Cyber—

response as follows: “Yes” = 1; “Not specifically, but” trateoi 1 d h
= 0.5; “No” = 0. The answers are then added, and stra eglc eaders who

each service academy receives an overall score will ]ead, manage,
on a 0 to 4 scale, 4 being the highest score they can

receive. The specific responses are also discussed in and oversee
more detail in this article. CYb er defense.

The authors assume that if a service academy

requires all students to take at least one core course in ICT and cybersecurity, all cadets
or midshipman will receive at least a basic understanding and the practical tools needed
to manage the information security needs of their armed service and leverage ICTs for
strategic advantage. If the academy offers elective courses in ICT or cybersecurity, cadets
and midshipman interested in these topics will at least have the opportunity to explore the
interlinkages between ICT, cybersecurity, and military readiness. If cybersecurity issues
are covered as part of broader courses, we assume that students will gain a general under-
standing of the cyber challenges and opportunities specific to that field of study. Finally,
if the academy offers occasional cyber-related seminars, conferences, war gaming exercis-
es, visits to cyber units within different services, and the option of participation in cyber
competitions, cadets and midshipman will have the opportunity to explore cybersecurity in
more depth, and with a greater level of hands-on practicality. If none of these opportunities
are provided, we assume that graduates of these programs do not gain a thorough under-
standing of the challenges, opportunities, and threats persistent in cyberspace beyond
their own personal experience.

In addition, the study indicates whether the service academies have received the NSA/
Department of Homeland Security (DHS) designation as a Center of Academic Excellence
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in Information Assurance Education (CAE/IAE) and Research (CAE/R).?I The goal of
these programs is to reduce vulnerability in the national information infrastructure by
promoting higher education and research in IA, and producing a growing number of
professionals with A expertise in various disciplines. Students attending designated
schools are eligible to apply for scholarships and grants through the DoD Information
Assurance Scholarship Program and the Federal Cyber Service Scholarship for Service
Program.

SERVICE ACADEMIES SURVEY
Likert Scale
Service Academy City State Average Score N§A./ DI'!S
Certification*
(Max = 4)
United States Air Force Academy Colorado Springs 0 3 CAE/IAE
United States Coast Guard Academy New London T 25 N/A
United States Military Academy West Point NY 35 CAE/IAE
United States Naval Academy Annapolis MD 4 CAE/IAE

* Indicates academy NSA/DHS designation as a Center of Academic Excellence (CAE) in Information Assurance Education (IAE)
andjor Research (R).

United States Air Force Academy Colorado Springs, CO
Likert Score: 3/4 NSA Cert: CAE/IAE

The Air Force was the first branch to recognize cyberspace as an operational domain,
and to incorporate large portions of the Air Force’s intelligence units for network warfare
along with the communications units under the 24th Air Force (a component of Air Force
Space Command). This operational warfighting organization is tasked with executing full
spectrum cyberspace operations. 28! Consequently, the US Air Force Academy (USAFA)
incorporated some aspects of cybersecurity and cyber warfare education in its curricula,
and has tried to align its offerings with the new career paths and fields created for Airmen.
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Recently, USAFA instituted a new computer network security major designed specifically
to help cadets better understand and gain proficiency in cyberspace.?”! The new major
focuses on computer programming, embedded systems, networks, telecommunications,
computer systems, computer investigations, and cyber operations. Although this program
is highly technical and targeted at students aspiring to develop cyber expertise—either
working in the cyber domain or becoming pilots with an in-depth knowledge of the soft-
ware systems that underpin aircraft and weapons systems—students are also required to
take one course on either strategy, political science, or cyber law. Moreover, the major
includes a capstone project where students participate in a final hands-on exercise that
includes red and blue team forces competing against military and external institutions, as
Major Michael Chiaramonte explained. 3%

In addition, all cadets, regardless of their major, are required to take an Introduction to
Computing course during their freshman year, which covers cybersecurity, cyber hygiene,
cyber threats, and the supporting role of information technology in the planning and
execution of national and military strategy. All cadets also take an electrical engineering
course, which includes four lessons on cybersecurity. USAFA offers a few cyber-related
electives, enabling students to delve deeper in other non-technical areas such as cyber-
security policy and politics, cyber law, military strategic studies, information and
cyberspace operations, and, soon, digital forensics (the course is scheduled to start in Fall
2016). While the academy does not currently allow students to take additional courses on
cybersecurity at other schools, they are considering offering this opportunity in a hybrid
online format.

Moreover, cadets interested in this field can join the school’s extracurricular cyber
warfare club and the cyber competition team to gain further exposure to a variety of cyber
threats facing military and government networks, and to get hands-on experience with
simulated offensive and defensive cyber operations. Every year, students on the cyber
team participate in numerous competitions and various capture the flag exercises against
graduate students and professionals worldwide, frequently ranking among the top 10
percent of teams.

Finally, USAFA’s Center of Innovation provides additional opportunities for some
students to study malware and other complex computer security issues alongside faculty
and researchers from Intel Corporation (the center serves as a testing ground for Intel
Corporation's most promising new technologies).® The Center has recently started to
explore how disruptive technology innovations can change the way the military operates,
and how innovations in cyberspace can revolutionize cybersecurity for both the military
and businesses.

From the information provided, all students at the Air Force Academy receive at least a
basic foundation and understanding of information technology and cyber warfare during
their freshman year, and have the opportunity to be further exposed to the cyber risks that
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may impact mission capabilities and effectiveness through cybersecurity competitions
and events. Those particularly interested in the study of cyberspace and cyber operations
can pursue a Bachelor of Science degree in computer and network security. However, this
is a challenging program that requires strong quantitative and analytical skills and a pre-
disposition for computer programming. Given the time demands and stressors of academy
life, only a limited number of dedicated students actively pursue this degree.

United States Coast Guard Academy New London, CT
Likert Score: 2.5/4 NSA Cert: N/A

The US Coast Guard Academy (CGA) educates future leaders to serve in a multi-mission
maritime force, tasked with providing critical services in protection of natural resources,
maritime mobility, and national defense. A new core curriculum has recently been
approved for the class of 2021, which will require all cadets, regardless of their major,
to enroll in a cybersecurity fundamentals core course. However, at present, CGA only
offers core courses with a cybersecurity focus for students in specific majors. For example,
electrical engineering majors with a key competency in computers are required to take
a Computer and Network Security course. The course expands on the skills, knowledge,
and abilities acquired during the pre-requisite courses on Introduction to Computer
Programming and Computer Communications and Networking, which introduce students
to the fundamentals of computer and network security, including threats, vulnerabilities,
exploits, intrusion protection systems, firewalls, cryptography, and mechanisms to
mitigate risks. The course is also offered as an elective to electrical engineering majors
with a systems emphasis. Students that partake in the course also have the opportunity
to place “their education into practice as participants in the NSA’s annual Cyber Defense
Exercise (CDX),” in which students from service academies design and build computer
networks and defend them against intrusions by the NSA and the Central Security
Service (CSS).B? Likewise, students enrolled in the management major are required to
take a Management Information Systems course, which prepares managers to function
in a technological environment. Students are taught about the structure of information
systems, management of computing technology, data processing, and information assur-
ance. B3 Cadets can also choose to take two electives, either Information Technology in
Organizations or Cybersecurity Crisis Management. The first elective provides students
with an in-depth examination of fundamental technological and management issues
relevant to information technology management in the Coast Guard, including computer
architecture, network theory, and system administration.®¥ The second course is a newly
developed course, which “provides students with an interdisciplinary approach to under-
standing key systemic challenges associated with effective leadership and management of
cyber-related incidents,” as Dr. Kimberly Young-McLear explained. % Although the course
is offered in the management department, it is open to all majors. Topics include legal,
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policy, network defense, business continuity planning, and risk management. The course
also features guest speakers and lecturers from the Coast Guard and other governmental
agencies. Students in the course, as well as selected students from other majors, have the
opportunity to participate in a two-day cybersecurity seminar in Washington D.C. offered
through the Coast Guard Academy's Institute for Leadership. During this field trip, cadets
are provided cybersecurity guidance from senior government officials at the White House,
Pentagon, Coast Guard Headquarters, and the National Cybersecurity and Communications
Integration Center (NCCIC).

In addition, all students in their senior year are
required to take a Public Management Consulting
course, which provides students with an experience- Only a truly
based project to apply management and business ComprehenSIVG

principles, including cyber-related ones, to their final d ti H h 1
capstone. For instance, the management department education wi elp

has provided several opportunities for students towork  foster the I‘equisite
on cybersecurity and information technology-related

capstones. Clients have included DHS, Coast Guard mlhtary leader Shlp
Port and Facilities Compliance, and the Surface Forces needed to flght and

Logistics Center. ¢! L

Other majors offer additional elective courses that win 1n a deeply
cover some cybersecurity and/or information assurance Cybered and conflict
topics as part of the broader course curriculum. For
example, students in the government program have the prone WOI'ld.
option of taking an Intelligence and Democracy course,
which examines various functions of intelligence from a human and technical perspective,
and a Strategic Intelligence: Collection and Analysis course that explores how the
Intelligence Community operates, from both a technical and human level. ¥l Moreover, CGA
participates in the Service Academy Exchange Program (SEAP) that allows cadets to
participate in a semester-long exchange program with one of the other service academies.
While this program is not specifically focused on cybersecurity, students could theoretically
take a cybersecurity course offering at another academy to fulfill an elective requirement
at CGA. Cadets also have the opportunity to take courses at the nearby Connecticut College
to enhance the available offerings, as Dr. Kelly Seals explained. 3¢

In 2015, CGA developed a new initiative to raise awareness among cadets of the
importance of maintaining cybersecurity. The new cyber defense awareness training
module is a three-day Cyber Range for all cadets to take part in during their second class
summer. Cadets are trained in cybersecurity issues and have the opportunity to be exposed
to live malware and experience the effects of poor cyber hygiene in a safe, segregated
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network environment. ¥ The academy’s cadets have also recently formed a cyber team and
participated in the annual CyberStakes competition, a DoD program originally launched
by the Defense Advanced Research Projects Agency (DARPA) to build cyber proficiency
in service academy midshipmen and cadets.* The CGA ‘hacking’ team offers cadets the
opportunity to deepen their knowledge of computer networks while earning sports credits
for their participation. #!

Finally, the academy offers occasional conferences and guest lectures on cybersecurity.
In the spring of 2015, for instance, the academy held a day-long cyber symposium with
external cybersecurity experts from the military, government, academia, and industry.
Topics ranged from cyber resiliency and the US maritime transportation system, to cyber
intelligence policy, to insider threats. 42

In brief, cadets at the Coast Guard Academy have the opportunity to be exposed to cyber-
security and information assurance through multiple extracurricular activities, and some
courses depending on their major. CGA has recently made additional efforts to increase
opportunities for cadets to acquire “the cybersecurity knowledge, skills, and abilities
necessary to operate within the cyber domain and to be leaders in protecting maritime
critical infrastructure and the maritime transportation system.”*3 As part of this effort,
more courses could be offered outside of the electric engineering and management
programs that explore the legal, ethical, economic, and policy implications of cybersecu-
rity, and cadets could be encouraged to enroll or audit additional cybersecurity electives
outside their major.

United States Military Academy West Point, NY
Likert Score: 3.5/4 NSA Cert: CAE/IAE

The US Military Academy at West Point is dedicated to educating and training future
Army officers with a focus on leadership development through academic, military, and
physical education. All cadets are required to complete a core curriculum of 26 courses,
which includes an introductory course in computing and information technology during
their freshman year. While not entirely focused on cybersecurity, this course has a self-
defense and protection focus and seeks to train students on mechanisms by which they
can be responsible citizens in cyberspace. As the 2016 course catalog notes, the “core
curriculum includes a computer science thread to ensure that every academy graduate is
comfortable with and capable of using computers in an Army dependent on technology.” 4
Additionally, as part of the core curriculum, every cadet is required to select a core-
engineering component that consists of three tailored engineering courses. One of the
options is a cyber engineering sequence, which has become one of the more popular
options among cadets.
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West Point also has a number of computing and engineering majors that include
substantive cybersecurity components. As Dr. Fernando Maymi explained, “although
West Point does not offer a cybersecurity major, we strive to foster a cybersecurity focus
within the population of cadets who are majoring in computer science, information tech-
nology, electric engineering, systems engineering, and mathematics.” #3 Students who are
not majoring in one of these more technical majors are also required to take a second
intermediate-level information technology course, which devotes a third of the classes
to information assurance and security. The course culminates in a series of lessons that
allow students to conduct computer reconnaissance, defense, and offense within a virtual
network environment. ¢! Furthermore, cadets can select a minor in cybersecurity, which
includes courses in Cyber Security Engineering and Cyber Operations, among others. The
cyber operations course offers a mature multi-disciplinary approach to cyber warfare, by
covering the entire spectrum of legal, political, and ethical implications of information
communication technology, cyber techniques, and attacks.*! For cadets with an interest
in cybersecurity, West Point also lines up a Senior Research Project (fall and spring
semester) with a focus on software and systems development. The goal is that by the time
those cadets graduate, typically about 15 per year, they will be ready to take operational
assignments in this field. ¥

All students interested in cyber-related matters can take additional courses in technical
disciplines or choose from a set of multi-disciplinary electives that include cyber warfare,
law, ethics, digital forensics, and policy issues. This multi-disciplinary approach to the
study of cybersecurity is the cornerstone of West Point’s strategy with the academy striving
to include a stronger cyber component in most of its academic programs. While West Point
does not offer students the ability to cross-register at other schools to include additional
courses in cybersecurity in their curriculum, it does encourage students to apply for
semesters abroad with a variety of foreign universities, and to participate in the SEAP
exchange programs with another service academy. Theoretically cadets could augment
their West Point education with courses in cybersecurity during their time abroad or
through the SEAP program. [°!

Outside of formal course offerings, West Point offers a wide variety of extracurricular
activities to enhance cadets’ experience and exposure to cybersecurity-related issues.
For instance, the Cyber Research Center, housed in the Department of Electrical Engi-
neering and Computer Science, provides research and educational opportunities for
cadets and faculty to delve deeper into cyberrelated subjects, including information
assurance, information warfare, and forensics. The Center is involved throughout the year
in annual cadet programs such as a cadet senior design capstone project management, an
annual Cyber Defense Competition, cadet trip sections, annual summer internships, and
cadet mentorships. ®% Cadets have the opportunity to participate in the Cadet Competitive
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Cyber Team (C3T); a competitive academic team whose primary mission is to prepare
for, and compete in, undergraduate cybersecurity competitions. C3T has participated
in the Service Academy Cyber Stakes, sponsored by DARPA, and various capture the
flag exercises, such as the 10th Annual NYU-Poly Cyber Security Awareness Capture
the Flag competition.®" In addition, a local chapter of the Association for Computing
Machinery Security, Audit and Control (SIGSAC) Club is open to all students and provides
cadets hand-on cyber experience in a secure (air gapped) environment. (52

Moreover, West Point hosts a distinguished lecture series with cybersecurity
luminaries, including senior military, and government officials and executive-level guest
speakers from the US private sector, to discuss cyber threats to national security and
the economy. Similarly, core and elective courses with a cybersecurity component often
include guest lecturers. Those special lectures are usually scheduled during a common
lecture hour so that participation can be
West Point offers a wide opened to cadets that are not enrolled in those

courses. For example, last year they hosted

Variety Of extracurricular General Michael Hayden, former NSA and

activities to enhance Central Intelligence Agency Directory, and
Dr. Chris Soghoian, Chief Technologist at

cadets’ eXperienCG and the American Civil Liberties Union, for a
exp osure to CYb er- discussion on privacy issues and bulk data

. . collection. 1%
Securlty_related 1SSues. Finally, West Point is home to the Army

Cyber Institute (ACI), whose mission is to develop intellectual capital and impactful
cybersecurity partnerships for the Army and the nation to further cyberspace defense.
Unlike the Cyber Research Center, the ACI is outward facing; they work with academia,
government agencies, and industry in order to identify and build partnerships
between individuals and organizations with cybersecurity challenges and potential
solution sets.®™ The ACI runs a Cyber Leader Development (CLDP) program, which
provides cadets an additional 800+ hours of impactful experiences outside the class-
room through one-on-one mentorship, internships, conferences, clubs, and seminars.
Cadets in CLDP have the opportunity to pursue advanced training—learning how to hack
and defend networks—through SANS, Cisco, and other organizations during their spring
break. CLDP includes field trips to the NSA, where cadets participate in a series of day-
long discussions on cyberspace issues at the secret-level. At present, 160 cadets are
enrolled in the program. 5%

The US Military Academy provides several opportunities for students to develop knowl-
edge and skills in information technology and cybersecurity. West Point has taken a
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multi-disciplinary approach to cybersecurity and recognizes the need for all military
officers and decision-makers to have a basic understanding of the macro and micro
implications of cyber issues. Despite their current efforts, however, cyber education
has yet to be incorporated in all academic departments. Nonetheless, opportunity exists at
West Point—particularly through the ACI—to deepen engagement with all faculty and
departments, and offer additional cybersecurity and information assurance coursework in
other academic focal areas (majors and minors). Moreover, as West Point develops more
cybersecurity offerings, such as cyber ethics and cyber law, an inter-disciplinary major
could be created that spans the technical and social science communities.

United States Naval Academy Annapolis, MD
Likert Score: 4/4 NSA Cert: CAE/IAE

The US Naval Academy (USNA) provides academic and professional training for mid-
shipmen that will become professional officers in the US Navy and Marine Corps. The
academic programs at USNA are focused “especially on science, technology, engineering,
and mathematics (STEM), in order to meet the current and future highly technical needs
of the Navy.” 5% All midshipmen receive a Bachelor of Science upon graduation regardless
of their major due to the technical content of the core curriculum.

In 2013, USNA became the first service academy, or university for that matter, to offer
a dedicated Cyber Operations major at the undergraduate level, in addition to the more
technical majors in Information Technology, Computer Science, and Computer Engineering.
While fundamentals of the program will remain the same, the new Cyber Operations
major has been designed to be updated and adapted over time as new technological
innovations continue to develop, and to ensure students stay up to date with the latest
technologies, explained Andrew Phillips, USNA Dean and Provost. ®”! The Naval Academy’s
Class of 2016 will be the first to graduate with the Cyber Operations degree. USNA was
also the first of the service academies to require all students to take two mandatory courses
in cybersecurity, an introduction during their freshman year, and a more in-depth
elective that includes cyber policy and economics during their junior year. The two core
courses provide a comprehensive overview of the principles behind the use, function, and
operations of computers, networks, and applications with an emphasis on cybersecurity.
“Both courses also include laboratory hours to emphasize some of the concepts into
practical applications,” explained Captain Paul Tortora, Director of the USNA Center for
Cyber Security Studies. %]

Students interested in cyber-related issues can also choose from a variety of dedicated
electives (regardless of their major), from more technical courses, such as Cyber Physical
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Systems, Computer Networks with Security Applications, and Cryptology and Information
Security, to more policy and strategy based, such as Cyber War Strategy, Information
Technology and International Politics, Cyber Planning & Policy, Cyber Law & Ethics,
Emerging Technologies, and Social Engineering, Hacktivism, and Info Ops in Cyber.
While most of these electives have prerequisites, the individual instructors can waive them
should the student already possess the requisite knowledge.!® Through these courses,
students can gain a thorough understanding of the information system; the technical,
social, policy, and institutional aspects of cybersecurity; the political and economic frame-
works of cyber power; the legal and ethical challenges of cyber operations; the social
engineering techniques and non-standard approaches employed by cyber threat actors
to gain technical, military, economic, and intellectual advantages in cyberspace; and the
effects of information technology on both the national and international political systems;
and other aspects of the information revolution on the relations among nations. In
addition, the cyber policy class runs a tabletop cyber exercise as part of the final class
segment, both for students in Cyber Operations and Political Science, and International
Relations majors.

Select senior students have an opportunity to cross-register at other schools to pursue
additional cybersecurity courses, but only during their final/Spring semester. USNA has a
Trident Scholar Program, which allows students to carry out independent study and local
research, and a Voluntary Graduate Education Program (VGEP), which provides an oppor-
tunity for high-achieving midshipman to accelerate their undergraduate degree and take
graduate classes at local elite universities, such as John Hopkins, Georgetown University,
and the University of Maryland, during their final year. However, students must first
finish all their undergraduate requirements and then be able to complete their graduate
study within 7 months of graduation. ®") In addition, USNA enrolls about 10 to 15 students
in SANS cybersecurity courses when available, typically during school breaks such as
Spring Break or over the summer. Students majoring in Cyber Operations also have the
opportunity to complete summer internships with civilian software and Internet companies
as well as the NSA.

Beyond the classroom, midshipman can take advantage of the numerous cyber-related
conferences, seminars, and small-scale cyber competitions hosted at the USNA. The Naval
Academy also has a very active cyber competition team, which participates in a broad
spectrum of cyber competitions, capture-the-flag events, and the annual NSA-sponsored
CDX exercise. The USNA team won the last CDX exercise in the spring of 2015, and was
recognized by President Obama at the White House, and also met with members of the
National Security Council for cybersecurity discussions. 2!

USNA has also received $120 million in federal funding and a $1 million gift from
Microsoft to build and equip a new cyber center (expected to be completed by late 2018)
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that will feature 206,000 square feet of secure classrooms, research labs, lecture halls,
state of the art technology, and the Academy’s first Sensitive Compartmented Information
Facility, or SCIF, a secure space that will allow for the discussion and management of
classified materials. %% The new building will be the home for the academy’s Center for
Cyber Security Studies, which provides support for the development of the cybersecurity
curriculum, and for all the programs that contribute to knowledge, study, and research of
cyber warfare at the USNA. (64

Finally, USNA recently signed a new three-year, federally funded research partnership
with the University of Maryland, Baltimore County, which will expand opportunities for
both students and faculty to work on five major cybersecurity projects, including research
to: detect hacks; strengthen the security of cloud-storage systems; develop hardware to
detect anomalies and signal breaches; fortify defenses of social-media systems; and protect
cell phones without burdening users. ¢

All midshipmen at the US Naval Academy receive at least a basic understanding of
the full spectrum of cybersecurity issues from technical to strategic leadership, and the
practical knowledge needed to integrate

Only then will this new cyber capabilities and cyber operations with

the broader needs and missions of the US

cadre Of CYbeI‘-StI’ategiC Navy. In fact, although the core curriculum
mlhtary leaders be able at the USNA seems highly focused on science

and technology, it has actually incorporated

to harness the rlght tOOlS, a significant number of policy, legal, socio-

. logical, and institutional components to the
people, Strategles’ and study of cybersecurity. Together with the

balance of offensive and more technical aspects of cybersecurity, the
defensive Capabili ties various programs and extracurricular ac-

tivities at the Naval Academy are preparing
the next generation of cyber-strategic leaders for the Navy and a select group of naval
officers with an in-depth expertise and experience in cybersecurity and cyber warfare.
In addition, the academy’s location in Maryland—a valued contributor to national cyber-
security and a trendsetter among states leading the cyber pack—and its proximity to the
state’s world-class educational institutions, leading federal assets, and a dynamic private
sector are providing students and faculty additional research, training, and educational
opportunities in this field.!®! Despite the clear strengths of the USNA programs, con-
tinuous emphasis should be placed on integrating an even more robust cybersecurity
component into broader midshipman coursework.
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Conclusion and Future Direction

The use of ICTs has become the most dominant trend in interstate competition in the
21st century, whether in times of peace, tension, or open conflict. ICTs have become the
foundation of modern militaries—from the hardware and software that underpin all mili-
tary platforms, to the communication systems used to move information to commanders
and troops, to the digital devices needed to control weapons systems, assure situational
awareness, gather intelligence, and project force. Today, no modern military can enter the
battlespace without some reliance on ICTs and cyberspace.

Given this undeniable and critical reliance on cyberspace for achieving military success,
all future military leaders must be comfortable operating in this space, from both a
human and technical perspective, and understand the challenges, threats, and opportuni-
ties it presents. Strong cybersecurity skills, the ability to obtain, process, analyze, manip-
ulate, and correlate data, and the knowledge necessary to leverage cyberspace for strategic
advantage will be the deciding factor for military success and resiliency. For these
reasons, every future military leader must be a cyber-strategic leader. These individuals
need not have specific training in engineering or programming, but must be equipped
with a deep understanding of the cyber context in which they operate, combined with
an appreciation of military ethics, law, strategic studies, political theory, organizational
theory, international relations, and additional sciences. Only then will this new cadre of
cyber-strategic military leaders be able to harness the right tools, people, strategies, and
balance of offensive and defensive capabilities.

Military academic institutions, both at the undergraduate and graduate level, must be
the incubators of future cyber-strategic leaders. This survey has highlighted an increased
effort by the US service academies to develop new content for cybersecurity education at
the undergraduate level, include cyber components in existing curricula and extracurric-
ular activities, and prepare cadets and midshipman to lead in an age of persistent cyber
threat. These efforts are commendable, especially in comparison to the much slower or
nonexistent integration of cybersecurity components in undergraduate programs across
American civilian universities. Despite these laudable developments, however, the survey
has also shown that more progress is still needed to educate all future military officers
about the complexities of cybersecurity. Many of the service academies already provide
cyber-related coursework for students pursuing more technical career paths. These efforts,
however, must extend to all students, both in technical and non-technical career paths.
Moreover, classroom study is only part of the equation. Extracurricular activities provide
cadets and midshipman valuable hands-on experience. Cybersecurity-related internships
and clubs can increase students’ professional network, develop their cyber expertise, and
provide them with opportunities to implement classroom lessons-learned in a real world
environment. These activities should be expanded to cater to technical and non-techni-
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cal students. In so doing, the service academies will reorient their educational objectives
and outcomes to better reflect the reality of the modern battlefield. By equipping all
their graduates with the knowledge necessary to confront a wide array of cyber threats,
the service academies will play a vital role in ensuring that the US military is able
to establish both a competitive and security advantage on this new and increasingly
critical “battlespace.”

The views expressed are those of the author and do not reflect the official policy or position of the Department of Defense or the U.S. Government.
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